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) 1. Introduction

Via the Virtual POS service, multiple users of a CallCenter can make payments
through the Euronet Merchant Services electronic transaction platform entitled epay
eCommerce.

Each CallCenter can manage several virtual terminals (Pos IDs) for more than one
merchants (MerchantID).

Ordinary users (View Only) of the CallCenter can make only "sales" (debit
transactions) through the Virtual POS online application, while total/partial refunds
or transaction cancellations shall be performed via the epay eCommerce Admin Tool
and only by specific users with the necessary rights (Administrator).

For more details on the Admin Tool refer to the appropriate manual of use or contact
Euronet Merchant Services.

) 2. Security

The web server that hosts the Virtual POS service operates in a secure and encrypted
environment with SSL (Secure Socket Layer) 128-bit encryption.

When using the SSL protocol it is ensured that all information transferred between
the client (the user's web browser) and the server (epay eCommerce) are encrypted
and cannot be intercepted.
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) 3. Implementation - Actions

The service web application is hosted on a specified URL at:
https: aycenter.piraeusbank.gr/CallCenter/Default.as

The browser will be connected online to epay eCommerce and it will display a

window that will request from you the "OvopaXpriotn" and the "KwdikogMpooBaong"
that Euronet Merchant Services has given you to access the system.
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EIZOAOZ XPHEITH

‘Ovopa Xpiorn:

KwBikdg MpooBaonc:

After you successfully enter your codes and click on the "Eiocodog" image button,
you are directed to the main screen of the application:
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https://paycenter.piraeusbank.gr/CallCenter/Default.asp

m
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In order to make a payment (to charge a card), you should follow these steps:

H Step1

First select the terminal (PosID) through which you wish to process your transaction,
if the merchant has several.

For more ease in identifying the terminal, e.g. in case you have more than one
MerchantlIDs, the distinctive title of the corresponding merchant is indicated next to
each terminal.

H Step 2

In the field "KwdikoGg avapopag cuvaAAayng" enter one unique alphanumeric
identifier per successful transaction, which will certify the uniqueness of the
transaction.

The field “kwdikdc avagopdg cuvaAlayng” can be up to 50 characters long,
containing only Greek or Latin lowercase & uppercase alphanumeric characters,
space, or the following special characters /:_().,+-

Kwdikoc avagpopacg ouvalAayng

m Step 3

In the field "Mpo-€ykpion" you may select to initially commit the amount you wish
to, without charging the client's card.

Mpo-gykpion Nai ® Oxi O

The purpose of a preauthorization is to verify the credit limit and the card authenticity
—-or not- by VISA / MASTERCARD. The preauthorization gives the client the option to
pre-order a product (or service), which may not be available at that time by the
merchant or whose final price may not be determined yet. The order is settled (and
the client's card is charged), once the merchant sends the product and carries out
the "Preauthorization settlement"” service through the epay eCommerce Admin Tool.

You have the right to settle a preauthorization within 30 calendar days. After the 30
days lapse, the preauthorization is cancelled and the amount is released.

B Note:

Ml

You must promptly inform Euronet Merchant Services in order to obtain
the option to preauthorize transactions.

m Step 4
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In the field "Mood" insert the amount you wish to charge the client's card with, in
Euros, by dividing decimals with a comma. (e.g. 32,17)

Moaco Eupw

m Step5

In the field "Adoeig" enter the (integer) number of interest-free installments for the
payment. The field appears only if there is a relevant trade agreement between
Euronet Merchant Services and the merchant to support interest-free installments.

Adozic 0

You can see which credit cards participate interest-free installment plan by following
the link:

"AgiTE NOIEC KAPTEC UNOOTNPI{OUV ATOKEG BOOEIC".

In the pop-up window that will appear, containing the cards that support interest-
free installments, there is the option to quickly search for the details of a card, either
by typing its first 6 digits (BIN), or by selecting from a drop down menu the issuing
bank of the card you are interested in.
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MoTwTIKE KAPTEC MOV CUUPETEXOUV OTO Npoypappa drokomv Joosmv
MANKTPOATYTIOTE TO MHDTa 6 Wpia TG KApTag
rj emheETE TNV exdoTma Tpdanelo TG KOpTOg
o
MiEoTe «ENavapopd oTOEoV:: YI0 SpHpaIoT 6Aov Enovaqpopd aTongeke
*Bin RApTag Tpansla Eidog kapTag
510099 ALPHA BANK ALPHA MASTER
51009506 ALPHA BANK alphatest
541308 ALPHA BANK alphatest1
510155 EFG EURCBANK ERGASIAS Mastercard Credit
516732 EFG EURCBANK ERGASIAS ERB Mastercard Debit
533598 EFG EUROBANK ERGASIAS Reward Mastercard
539731 EFG EURCBANK ERGASIAS Gold Mastercard Credit
545865 EFG EUROBANK ERGASIAS Mastercard Credit
552202 EFG EUROBANK ERGASIAS Platinum Mastercard Credit
554209 EFG EUROBANK ERGASIAS Ergo Mastercard Credit
555555 EFG EUROBANK ERGASIAS TEQT
60197606 EFG EURCBANK ERGASIAS Eurcline
60197607 EFG EURCBANK ERGASIAS Eurcline
60197608 EFG EURCBANK ERGASIAS Eurcline
60197609 EFG EURCBANK ERGASIAS Eurcline
60197610 EFG EURCBANK ERGASIAS Eurcline
60197611 EFG EURCBANK ERGASIAS Eurcline
550076 HSBC HSBC MASTER
536843 INVESTMENT BANK OF GREECE IBG MASTERCARD
541333 OMEGA BANK testen bl

* 1a npaTa 6 Wnpia TAC KApTAC

Attention!

A

The field appears only if there is a relevant trade agreement between
Euronet Merchant Services and the merchant to support interest-free
installments.

m Step 6

In the field "EmIAEETE TOV TUNO KapTag" select the radio button, next to the icon
corresponding to the type of card you want to use (Visa / MasterCard / Diners Club

/ Amex).
. T =
> Note:

In order to have the option to use Diners and American Express cards
through the VirtualPOS you should have concluded a relative trade
agreement with AlphaBank.
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m Step 7

In the field "ApIOpOg Kaptag" enter the digits of the card you will use
(Visa/MasterCard/Diners/AmericanExpress).

{ |

ApiBuoc Kaprag 1

m Step 8

In the field "MAvag ka1 €Tog ARENG" select the date (month and year) of the card
as indicated thereon (e.g.: 10 / 2019).

Mrvag kal £rog ANENG Mﬁvoc[v / E'roc[v

m Step9

In the field "Kwd1k0Gg EnaAn®guong" you must insert the last three digits printed
on the back of the card, on the signature strip. If this field is filled out, it is proved
that the consumer has the card in hands at of the time of the sale. This field is
mandatory in order to ensure the cardholder's maximum security from unauthorized
use.

Kwdikog EnaAnBzuong

FPIRAELS BANK 5.4,
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After filling out the fiends above, click on "MAnpwHA".

MAnpoapr] =

= The details of the transaction shall be processed by epay eCommerce and if the
client's card is approved by the issuing bank, the following screen with the
transaction details shall be displayed to the user:

IZYNAAAATH ME KAPTA - CARD TRANSACTION

@ [Z,p(:]y TEST MERCHANT - VPOS

H cuvarhayn cog eykpilnks
Approved transaction

Hy=popnwvia & 'Gpao .
Date & Time 23(2/2022 8:24 ny
ApiBpdc TeppaTiked
POS ID 81066952
ApaBpic Zuvahhayric
Transaction ID 3215326
Kudikog Avopopag Zuvabhayrc
Transaction Reference merchantref
RRM 014005761765
Tinog Zuvakhayric .
Transaction Type Ayopa/sale
Kd p-rﬂ TEExT T X
Card MasterCARD - 97008
Mooo
Amaunt 1,00 EUR
Kudakdg Evkpions

Approval Code 013037

AnodExopm T cuvakhayT
I accept the transaction

YTy )
Signature

Ercrirnoen/Print

ApEon)_ emoTpopn)_ oTn_oshiio nhnpoung/Ge back to payment page
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= On the contrary, if the transaction is declined by the issuing bank, then the
following screen will be displayed with the corresponding decline code:

Anoppnpn cuvallaync

Kwdi ko anappipnc: 12
Oepiy popr andppiyng

H ouwvahhayr] ocaog ancppipBnkse and Tnv sxdoTpia Tpansfa Tng
NIoTWTIKAS KApTac.

Apson ENoTpopn oTn oshida nAnpopnc!Go back to payment page

= Finally, in case there is some kind of technical problem when processing the
transaction, the following screen will be displayed:

NMpopAnpa Sexknepainonc cuvallaync

Kwdikog npohnpaTog: S00
Oepiy papn npofhnpaTtos
Ynapyel npofhnua peE Ta oToixeEia Tng ouvahlhayrhg. napaxkaholdps

EMmkovwewnoTeE peE TR ' Texvikn YnoornmEn"" tng Tpansefog Meipaiwoe
{(0030) 210 3898954,

Bpson ENoTpopr] oTn osAida nhnpoprg’Go back to payment page
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) 4. Other Options

On the main screen of the application, you are given the option to clear all fields at
any time in order to perform a new payment by clicking on the "Né€a nAnpoun"
image button.

MNEd NANELILE

At the top of the screen, there are 3 additional image buttons:

‘BorBein€d

B When clicking on "Bon@eia"a pop-up window opens, which contains detailed
instructions on the steps to be followed by a VirtualPOS user, in order to
successfully carry out a transaction.

R)'EZodog

B By clicking on "E§0d80g" the user leaves the main screen of the application
and returns to the initial login page of the user's codes.

‘©AdminTool

B By clicking on the "AdminTool" image button the user is transferred to the
access page of Euronet Merchant Services online transaction management
tool (epay eCommerce Admin Tool).

The epay eCommerce Admin Tool is an important added value contributed by
Euronet Merchant Services for electronic collection/payment services and it is offered
FREE OF CHARGE for cooperating merchants.

For all collection services through credit and debit cards, the merchant is provided
with an online option for easy access to the epay eCommerce AdminTool application,
in order to manage online every collection, to reverse (cancel, refund) transactions
with a simple click of a mouse, and to agree on the orders for its collections
(reconciliation).
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Fvoncia xpiemn o canceipnans Enskoi) yhion

Login xpam: spmauzak hbooa: e en) IR
Ovapcramivug xafeT: Spios Mouzakibs

Teaes ogin vz et v ALeRTs

Ouoy Cl Center: WINTEST naxtra

Ouaba:

i 140068960 05055 i o

e Sl et 2z 140724261 as2e161 3 [

3 140088952 51086350 3 [

4 140066852 mossssz 7 Batch not balanced []

Funbovhic Aoparcios 5 20430140 Bo204305 s Inwalid Merchant o
2eAiBa 1 ans 1 1=

TeAcuvala cunpd pwan: 23/02/2023 08:29

Ko, nAngopapies v 1w emxzipnon
26/07/2021 ETT) teamann Asrroupyias s wonpesios Masterpass
3ag vncpineuys bn svés Tow Temepiou 2021 Ba Sawend 1 unesTeEn HApLGY ke Tou wpaRol nopTapabied Masterpass. MpésETa) yia e uanpesia wpaKkby nhnpwuiy now Blve T BuwvariTira ahexhauans suvakhayiy e xpon kpTos, nau sa
‘anoSnkabun g8 WS nopTop A Masterpass.

i T nhewspi 995, B9 NRENE G naB AT BT apalRea Tou AoyaTdneu TG Lanpesiaq Masterpass Kalis ke by snoiaBANGTE avapeh @k BuTi Eviés TS ITeaEAiBa; oas. Mepaéps, Sa npn: va aTpy oS T unnpesa Mastergass wg TRANG RANPU, EpbIoY
‘aum supaviCeres Eempeard ame enikayts npaw i, ge.

20/07/2020 AdAayeg Adym PSDZ

Z0pave pe Tow Eupunad Kaoviows (EE) 2018/385 nou am6pd T PSS Tegyiks Mpruna Mg EBA yia Ty sourman eEaxpifoon ‘ o a  mpéruna e Cstrang customer authentication and commen snd secure
2988 stancrds of commuricatn’), > enoiod, exSdnez oo e T GEnyias (E2) 2015/ 2565 11 1 Vpestes g (P50 2, 6584 5peps . eCammerce ousMAayes, 85 Mpine 5 e£353aleml 53 Toutenainon v auvoblaoasievu 2521 oo9aleds
abucngics.

b NpAEN anualve) & ENIKEIPATES, e SUVGANIYES WECD Bit, CEKOU VO OOKIPATEUN TE TEXVRCES AAKIYES bkl T 31 Okisfiplou 2020, £10 s auTes REPIEAENTE: T8

For more details on the Admin Tool refer to the appropriate manual of use or contact
Euronet Merchant Services.
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) 5. Observations

= The computer of each user must have access to the Internet.

= The response time of the application/transaction always depends on the
bandwidth of the Internet connection.

= It is possible to export a file with all transactions that the user has selected.
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